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Topic Break Down

Topic No. of Questions

Topic 1, AWS cloud fundamentals 4

Topic 2, FortiGate deployment in AWS 9

Topic 3, FortiGate configuration in AWS 9

Topic 4, FortiCNP 1

Total 23
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QUESTION NO: 1

An administrator wants FortiGate to use an AWS fabric connector to discover EC2 instances and build dynamic address 
objects from instance metadata.

Which two configuration requirements must be met for FortiGate to access the AWS environment securely? (Choose two.)

A. Attach an IAM role to the FortiGate-VM instance by using an EC2 instance profile.

B. Allow the IAM role to perform the required Amazon EC2 discovery and tag-query actions.

C. Create an IAM user with console access for each discovered EC2 instance.

D. Add an inbound security group rule that permits AWS API access from all internet hosts.

ANSWER: A B 

Explanation:

The FortiGate-VM instance can obtain temporary AWS credentials by using an IAM role attached through an EC2 instance 
profile. This avoids storing long-term AWS access keys in the FortiGate configuration.

The IAM role must include permissions to query the AWS resources required by the fabric connector, such as Amazon EC2 
inventory and tag information. Attaching a role without the necessary permissions does not allow FortiGate to discover 
instances. A security group does not grant AWS API permissions, and FortiGate does not require an IAM user access key 
when it is using an instance-profile role.
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