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Topic Break Down

Topic No. of Questions

Topic 1, Basic Setup 2

Topic 2, Email Flow 8

Topic 3, Authentication 4

Topic 4, Antispam 2

Topic 5, Content Inspection 5

Topic 6, Troubleshooting 2

Total 23
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QUESTION NO: 1

FortiMail performs DMARC validation on inbound email. Which two conditions can independently produce a DMARC pass 
result? (Choose two.)

A. SPF passes and the authenticated SPF domain aligns with the visible From domain.

B. DKIM passes and the DKIM signing domain aligns with the visible From domain.

C. Both SPF and DKIM pass, regardless of domain alignment.

D. The display name matches the local part of the visible From address.

E. The sending MTA uses TLS for the SMTP connection.

ANSWER: A B 

Explanation:

DMARC can pass when SPF passes and the authenticated SPF domain aligns with the visible From domain, or when 
DKIM passes and the DKIM signing domain aligns with the visible From domain. Either aligned authentication 
mechanism is sufficient for DMARC to pass.

SPF and DKIM do not both need to pass. A matching display name has no role in DMARC alignment, and successful TLS 
encryption protects the transport connection but does not authenticate the visible From identity for DMARC.

QUESTION NO: 2

FortiMail has accepted an outbound message, but the destination MTA responds with an SMTP 451 temporary failure during 
delivery. What is the expected FortiMail behavior?

A. It places the message in the mail queue and retries delivery later.

B. It immediately deletes the message from the outbound queue.

C. It permanently rejects the message to the original sender.

D. It resubmits the message without applying the configured recipient policy.

ANSWER: A 

Explanation:

FortiMail places the message in the mail queue and retries delivery later. An SMTP 4xx response indicates a temporary 
delivery failure, so the sending MTA should retain the message and retry according to its queue and retry schedule.

FortiMail should not immediately delete the message or permanently reject it because the destination server has indicated 
that the failure may be temporary. Content-profile processing does not override the SMTP delivery semantics of a temporary 
remote-server failure.
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