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Topic Break Down

Topic No. of Questions

Topic 1, VMware Cloud Foundation Architecture and Technologies 1

Topic 2, VMware Cloud Foundation Planning and Design 19

Topic 3, VMware Cloud Foundation Operations 3
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QUESTION NO: 1

A customer has two VI Workload Domains operated by different business units. A security policy requires each business unit 
to have an independent NSX management plane and prevents either unit from viewing or modifying the other unit's NSX 
configuration. Which design should be recommended by an architect?

A. A shared NSX instance for both VI Workload Domains.

B. An NSX VPC for each business unit.

C. A 1:1 NSX instance design for the VI Workload Domains.

D. An NSX Federation deployment for each business unit.

ANSWER: C 

Explanation:

A 1:1 NSX instance design provides a dedicated NSX instance for each VI Workload Domain. This creates the required 
management-plane separation and prevents shared NSX administrative configuration between the business units.

A shared NSX instance can support multiple workload domains but does not meet a requirement for independently managed 
NSX instances. NSX Federation provides multicloud or multisite management capabilities and is not the appropriate solution 
for this specific management-plane isolation requirement.

QUESTION NO: 2

A customer requires recovery of its VMware Cloud Foundation management infrastructure after a site-level incident. The 
operations team proposes backing up only virtual machine disks for SDDC Manager. Which approach should be 
recommended by an architect?

A. Back up only the SDDC Manager virtual machine disks.

B. Use supported backups for management components and regularly test documented recovery procedures.

C. Replicate only the vSAN datastore to a secondary site.

D. Take application-consistent snapshots of workload virtual machines.

ANSWER: B 

Explanation:

The recovery design should include supported backups for SDDC Manager and the associated VMware Cloud Foundation 
management components, with documented and regularly tested recovery procedures. Recoverability depends on 
preserving the component configuration, inventory, databases, certificates, and dependencies required to restore 
management operations in a supported sequence.

A virtual machine disk backup of SDDC Manager alone does not establish a complete recovery plan for vCenter Server, 
NSX management components, or their dependent configuration. Storage replication without validated recovery procedures 
and application-level snapshots alone also do not address the complete management-plane recovery requirement.
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