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Topic Break Down

Topic No. of Questions
Topic 1, Initial Configuration 3

Topic 2, Network Visibility 7

Topic 3, Network Access Control 10

Topic 4, Administration and Troubleshooting | 3

Total 23
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QUESTION NO: 1

An administrator creates a logical network for contractors and specifies the required firewall tag. Contractors match the
intended network access policy, but their managed wired ports remain in the existing access VLAN.

What additional logical-network configuration is required for FortiNAC-F to change the wired switch-port access?
A. A device mapping for the endpoint operating system

B. A wired VLAN access value

C. A device profiling rule for contractor laptops

D. An LDAP group attribute for the switch

ANSWER: B

Explanation:

A wired VLAN access value is correct. A firewall tag can be sent for FortiGate policy enforcement, but it does not by itself
instruct a managed switch to place a wired endpoint into a different VLAN. The logical network must also contain the
appropriate wired access value for switch-port enforcement.

A device mapping enables FortiNAC-F to communicate with the switch, but it does not define the VLAN assigned to a
particular access state. A profiling rule classifies the endpoint and does not supply the required wired VLAN value.

QUESTION NO: 2

While discovering network infrastructure devices, a switch appears in the inventory topology with a question mark (?) on the
icon. What would cause this?

A. The wrong SNMP community string was entered during discovery.
B. The SNMP ObjectID is not recognized by FortiNAC-F.
C. A read-only SNMP community siring was used.

D. SNMP is not enabled on the switch.

ANSWER: B

Explanation:

The SNMP ObjectID is not recognized by FortiNAC-F. During network-device discovery, FortiNAC-F communicates with the
device through SNMP and obtains the device system object identifier, commonly called the sysObjectID. FortiNAC-F uses
this identifier to select a device mapping that defines the vendor/model-specific methods needed to manage the device,
including polling and enforcement-related operations. A question-mark icon means FortiNAC-F discovered and contacted the
device, but the software does not have a recognized mapping for the reported SNMP ObijectID in its current device-support
database. In practical terms, the device may be a model, firmware variation, or vendor platform that is not yet modeled by
the installed FortiNAC-F version. An administrator can review available device mappings, apply a supported FortiNAC-F
update if appropriate, or set a suitable mapping manually when the device’s behavior is compatible with a known model.
Fortinet documentation for FortiNAC-F administration and device-management capabilities is available at FortiNAC-F 7.6
documentation. Fortinet also publishes product-specific technical guidance through the Fortinet Community Knowledge
Base.
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